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[57] ABSTRACT 

A system and method for preparing and electronically deliv- 
ering a bill to a billed party. The method may comprise 
recciviDg from a billing party an electronic bill file, prepar- 
ing a redacted bill file from the electronic bill file by 
redacting selected secured billing information from the 
electroQic bill file, sending the redacted bill file electrooi- 
cally to the billed party, and preparing and outputling a 
reconstructed bill at the billed party's computer by inserting 
the selected secured billing information into the redacted bill 
tile. The act of preparing and outputting a reconstructed bill 
may further comprise the act of inserting standard bill 
components into the redacted bill file to create a recon- 
structed bill. 
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Billing Summary 


Previous Balance 11/11 


$20,00 


Payment Received As Of 1 1/20 


$20.00CR 


Balance As Of 12/10 


$00.00 


Current Charges 12/10 


$40.00 


Total 


$40,00 



Please pay on or before the date due to avoid assessment of a late payment charge 2 working 
days after the due date. 

Statement Date: 12/10/97 

Bill Coverage Period 11/11/97 - 12/10/97 so 



6,0' 

1 

METHOD AND SYSTEM FOR 
ELECTRONICALLY PRESENTING AND 
PAYING BILLS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

This invention relates to bill presentment and payment 
methods and systems. More particularly, this invention 
relates to computerized methods and systems for presenting 
and paying bills. The methods and systems are implemented 
in computer hardware and software. 

2. Background Information 

For many years consumers have paid bills by writing 
personal checks. Billing parties commonly print and mail 
paper bills to consumers, and consumers respond by writing 
and mailing payment checks back to the billing parties. 
Numerous cost and efiSciency problems result from this 
traditional method for paying bills. The billing parties incur 
the costs of priming and sending out many bills and receiv- 
ing and processing many checks. These costs include 
postage, printing expenses, other overhead costs associated 
with preparing bill mailings to send via the post office, and 
the costs of handling many check payments received in mail 
envelopes. Consumers, similarly, incur postage costs, check 
or bank charges, and the fmstration of dealing with paper 
bills, such as keeping records of numerous bills. Throughout 
this specification, "billed party" will be used to refer to any 
entity, such as a consumer or business, that makes bill 
payments to one or more billing parties. A typical billed 
party could be a person who owes a lump sum or monthly 
payments for a stereo system bought from a merchant, but 
could also be a small or larger business that buys on account. 
"Billing party" will be used to refer to an entity, such as a 
merchant, that bills a billed party or a processor that pro- 
cesses payments for billing parties. 

Billing parties may use processing operations, often out- 
sourcing the work to bill and payment processing centers, to 
deal with large numbers of bills and check payments. Billing 
parties prepare bill statement information and then send that 
information to a processing center. The bill statement infor- 
mation is commonly prepared by the billing parties elec- 
tronically as bill printing files on computer systems and then 
electronically sent via a Local Area Network (LAN), Wide 
Area Network (WAN), or direct dial connection to a pro- 
cessing center. The processing center prints the paper bills, 
integrating the bill print files with standard bill formats or 
forms to produce a printed paper bill. The processing center 
mails paper bills to consumers and receives the payments 
from those consumers. Processing of the payments is the 
next common step for processing centers. It involves open- 
ing the payment envelopes, preparing payment checks for 
deposit, and sending deposits to banks. The processing 
centers also record consumer payments; these records of 
consumer payments are then communicated to the billing 
parties as the basis for the next billing cycle and various 
market research purposes. 

OCR (Optical Character Recognition) payment stubs are 
often included with each bill sent to a consumer. These OCR 
payment stubs, if mailed by the consumer with a payment 
check, allow the processing center to process payments 
more readily by electronically reading billing information 
into computers. The use of these OCR payment stubs 
simpUfies processing, but problems result when consumers 
do not pay the entire amount due on the payment stub, the 
payment stub becomes not computer-readable, or the con- 
siuner does not mail the payment stub with the payment. 
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Even when functioning smoothly, this processing system 
requires large amounts of time and money to process paper 
bills, checks, and stubs. 

Electronic bill payment systems have been developed thai 
5 reduce the reliance on paper bills and checks. Some elec- 
tronic bill payment systems allow consumers with personal 
computers to pay bills without writing paper checks and/or 
without receiving paper bills. Some model electronic billing 
systems, such as MSFDC's Electronic Bill Presentment and 

10 Payment (EBPP) system and CheckFree's E-Bill system, 
utilize Internet technology and the World Wide Web 
(WWW) to bai consumers. 

The Internet is a collection of computer networks that 
allows computer users to share files and other computer 
resources. The collection of networks linked together using 
files written in Hypertext Mark-up Language (HTML) is 
known as the WWW. Computer users can view information 
available on computers or networks on the WWW through 
the use of browsing software (such as Netscape Navigator, 
Microsoft Internet Explorer, or Mosaic browsers). A com- 
puter functioning as a server on the Internet operates a web 
site, which supports files in the form of documents and 
pages. When a user's browser requests information from the 
web site, the user receives a web page, which is a document 
formatted according to HTML 

Model electronic billing systems, such as those referenced 
above, use centralized payment processing centers and the 
Internet. The centralized payment processing center is 

^ developed as a web site on the WWW. Billing parties send 
electronic bill print files via a communications interface to 
these centralized payment processing centers, and the bill 
statements are stored on the web site. The centralized 
payment processing centers prepare the bills to be accessible 
over the Internet on the web site. The consumer can then 
access and manipulate his/her bills on the WWW on-line. 
When the consumer requests a bill, a template is used by the 
web site to build an HT^L presentation of the bill, which is 
presented as a web page to the consumer 

4Q In some electronic payment systems, the electronic bill 
print file is used to create a relational database for HTML 
presentation of the bill. In these systems, when the central- 
ized processing centers prepare bills from the electronic bill 
print files received from the billing parties, a relational 

45 database of the information is created. Information from the 
electronic bill print files is removed and placed in this 
relational database. The creation of relational databases 
requires an understanding of every element from the elec- 
tronic bill print files so that the HTML presentation of a bill 
is successful. In other electronic payment systems, rather 
than using electronic bill print files, the billing party legacy 
system must create a separate relational database for HTML 
presentation. 

Security measures, such as passwords, control access to 
55 the bill statements stored in the centralized payment pro- 
cessing centers on the WWW. The consumer typically must 
send payment authorization for a bank account, credit card, 
or debit card to pay bills electronically. The consumer sets 
up payment authorization by filling out information on the 
60 web page, such as a checking account or credit card number 
and authorization for payment or charge, and by transmitting 
this information over the WWW. 

Delivery of electronic bill statements from billing parties 
and electronic payment authorizations from consumers 
65 could be accomplished using conventional electronic mail 
(e-mail). However, conventional e-mail is not commonly 
used for delivery of bill statements and payment 
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information, because it often results in problems. Standard sumers to use and should allow the consumer to view bill 

Internet e-mail uses Simple Mail Transfer Protocol (SMTP). information on a computer in an understandable format. 

SMTP sends e-mail on the Internet and stores it in a number Finally, the system should allow consumers to quickly 

of different e-mail servers, which may use different opera t- down-load and view bills on their computers without long 
ing platfonms. E-mail using SMTP is sometimes inaccurate 5 delays in receiving bills from on-line resources, 

or does not reach the intended receiver. For this reason, the SUMMARY OF THE INVENTION 
use of SMTP e-mail may be problematic for the delivery of 

data for electronic bill payment systems. ^ system and method for preparing and electronicaUy 

. ... , . ^ , J J u delivering a bill to a billed party. The method may comprise 

When bills are presented to or payments provided by • r un- . i . • u n /i 

* J Ai * ^* „Ji *t,» ti7\Ti/\i7 in receiving from a billing party an electronic bill file, prepar- 

consumers using standard Internet browsers over the WWW, . . , j . „ r , . u-n £i l 

- * J %u I ing a redacted bill file from the electronic bill file by 

private data (such as names associated with social security ^ . , , , . . n- - c c .i_ 

^ y . ^, , , J ^ ^j * \ redacting selected secured billing information from the 

numbers, bank account numbers, and credit card numbers) , ? . j . . » -., ^i t . 

. ' , L-.-T^. w • electronic bill file, sending the redacted bill file electroni- 

raay be stored on the web site. The storage and transmission , . n I i . 

of private biUing infonnation on the Internet creates two '° f^. P''*^'., ' h outputUng a 

/ , .1 J . rn, . . r ^. ic reconstructed bill at the billed party s computer by inserting 

potential problems: secunty and privacy. This information . , , , - / . .. , . 

^ , .u* - f * ur J „ the selected secured bilimg information into the redacted bill 

can become the target of computer hackers, and consumers c, . , ■ % « . „ .,1. . 

^. ® J u * % f ^ . file. Throughout this specification, redacting will be used 

and billing parties are concerned about secunty for monetary ^ _ ^ ^ ^ j r * j 1 j-*- *t. 

. ^'^^ *L r . * * f • * • r to refer to any method of removmg, deleting, or editing the 

transactions on the Internet. The storage of private informa- ..-i,- * r c r«Li.- • r 

, . ^ , ,1 u-n* .'^ ^ ™ secured billing information from the full bilhng information 

tion on the Internet also allows billing parties or computer ,,-.nc, , 

. 7 .Lu-^on of the electro mc bill files. The act of preparing and output- 
hackers to ascertain a consumer s payment habits, 20 . . . .„ ^ . - l : ^ 
... jr ^ ju* ting a reconstmcied bill may further comprise the act of 
behaviors, and preferences. Consumers are concerned about . ^ . . 1 * . / j l h . - * *u 
.L- 1 ■ J r • / *• /J • \ inserting at least one standard bill component into the 
this kind of information use (and misuse). j * ? . -n * . . . ^ l-h t-i. *i. j 
^ ' redacted bill file to create a reconstructed bill. The method 

Another problem with existmg electronic payment sys- ^^^^^^ comprise receiving a payment instruction from 

terns using the WWW is the form of the biU. If the biUing ^ 5-^^^ party that supplies a funds source identifier with the 

statement is to have all of the same graphical elements as the payment instruction, and, in response to the payment 

paper bill to which the consumer is accustomed and all the instmction, effecting electronic payment to the billing party 

credit or other legal disclosures that may be required, this ^^^^ ^ ^^^^^ ^^^^^ indicated by the funds source identifier, 

adversely affects the length of tmie required to provide the ^^^^^^ embodiment of the invention may comprise 

electronic biU on the consumer s computer screen over the ^^^^.^ ^^^^ ^ electronic bill file, prcpar- 

Internet^ In order to access mformation from the WWW . ^ ^^^^^^^ ^^^^^^^^^ ^ 

using a browser, the ent^e maage must be downloaded from ^^^^^^^^ electronically to the billed party, and 

the Internet server to the consumer s computer and then outputting a reconstructed bill at the billed 

processed by the browser before the consumer can fiilly see ^^^^ ^^^^^^^^ ^.^^ 

and access it. Aconsumer may become mipatient waiting for -^.^ ^^e redacted biU file, 

a graphics-oriented web page to appear on his/her computer ^ t. l j- - 

, r *■ J 1- *L I * ♦ u Another embodiment of the mvention comprises a system 

screen. Information delivery on the Internet can be . . . , . • ,1 j i- ^-n . l it j 

c < . - . , *L J 1- rj* for preparmg and electronically delivermg a bill to a billed 

frustratmg, because it is much slower than delivery of data - ,1 .1. u-n- 

f , * L J J - party. The system may comprise a database on the bilhng 

from the consumer s computer hard drive. / , . - • , . * 

party s computer system containing one or more electronic 

Slow information dehvery over the Internet not only ^iU files, an electronic post office, a first software program 
frustrates consumers, but it also causes electronic payment ^^^^^^^ computer system of the billing party, and a 
system providers to produce electronic bills that can be ^^^^ software program stored on the biUed party's corn- 
delivered more quickly to the consumers' computers. These ^^^^^ g^^j software program may include instructions 
electronic bills may lack graphic image elements that for redacting selected secured billing information from the 
enhance readability and may follow standard web page electronic biU file to create a redacted biU file that is 
format. This standard format also causes electronic bills to communicated to the electronic post office. The second 
look very different from the standard paper bills to which the software program may include instructions for integrating 
consumer is accustomed. BUhng parties may also lose the ^^j^^^^j ^^^^ y^-^^^^ information vvith the redacted bUl 
logos and layout designs that make their bills recognizable transmitted from the electronic post office to create a 
and distinguishable from other bills. reconstructed biU on the bUled party's computer. 

In the model electronic payment system, centralized pay- Yet another embodiment of the invention comprises an 
ment processors replace existing paper payment processing electronic post office containing billing information, a soft- 
centers. The billing parties, therefore, send their bill state- ^are program stored on the billed party's computer, and the 
ment information to the centralized payment processing software program having local access to at least one stan- 
centers instead of to their traditional, mail-based payment 55 j^rd bill component and including instructions for integral- 
processing centers. Hie traditional paper processing centers i^g the at least one standard bill component with bUUng 
are left with only that portion of the billing that continues to information transmitted over a communication path from the 
be done by paper. electronic post office to create an image looking like a paper 

There is a need for an electronic bill payment system and bill on the billed party's computer, 

method that is easy to use, fast, secure, private and that fits 60 oESCRIFnON OF THE DRAWINGS 
well with existing processing centers and electronic billing 

formats. The system should replace the use of existing paper FIG. 1 is a block diagram overview of the electronic bill 

bills and checks to reduce the printing, processing, and payment system; 

postage costs of paper billing. The system should be able to FIG. 2 is a detailed block diagram of the consumer 
send and receive billing and payment information over the 65 computer of FIG. 1; 

Internet or phone lines with little exposure to security or FIG. 3 is a detailed block diagram of the electronic post 

privacy risks. The system should also be simple for con- office (E.P.O.) of FIG. 1; 
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FIG- 4 is a detailed block diagram of the billing party/ mation that has been transmitted to the consumer computer 

processor computer system of FIG. 1; 12 from the electronic post oBBce 16. 

FIG. 5 is a flow chart showing the operation of the The secured billing information databases 38 may contain 

electronic payment system; ^ variety of secured billing information. In the embodiment 

FIG. 6 is a block diagram detailing the presentment and ' P^^. 2, the secured billing information databases 38 

oavraent of a bill" contam a user profile database 40, a biller profile database 

_ . * r , * * J 1 -11 42, and a payment account database 44. The user profile 

FIG. 7 is a diagram of a sample reconstructed bill. , * .jT , . . ^ j u-n- - r 

* ^ database 40 may contam a vanety of secured biUmg infor- 

DETAILED DESCRIPTION mation for the consumer, such as the consumer's social 

a. General Overview lO security number, name, and address. The biller profile data- 

The system of the present invention is shown in a general base 42 contains a variety of information about the billers 

block-diagram form in FIG. 1. As shown in FIG. 1, the who use the electronic payment system 10. The payment 

electronic payment system 10 generally comprises at least accounts database 44 may contain information concerning 

one consumer computer 12 with consumer software 14, an the consumer's payment methods, such as the consumer's 

electronic post ofiBce server (E.P.O.) 16 with billing mes- 15 bank account number or credit or debit card number, 

sages 18 and payment instruction messages 19, an enroll- Throughout this specification, "secured billing informa- 

ment server 21 with a biller database 23 and an enrollment tion" will be used to refer to any information (including 

database 25, and a billing^rocessor computer system 26. those items listed above) that the consumer and/or billing 

The consumer computer 12, electronic post office 16, and party wishes to keep secure. The unsecured billing informa- 

computer system 26 may be connected through communi- 20 tion databases 37 contain other, nonseositive information 

cation path 28, which may be the Internet, a direct dial about the consumer's bills. Throughout this specification, 

connection, or another suitable telecommunications path. If "nonsensitive billing information" (also referred to as unse- 

the communication path 28 is a direct dial connection, it cured billing information) will be used to refer to any 

would be considered a secure communication path for information that is considered acceptable by billing program 

purposes of the present invention. The computer system 26 25 participants to transmit over the Internet or a similar unse- 

may consist of a processor computer 20 with processor cured communication path. A primary consequence of this 

software 22, a billing party legacy computer 24, and a distinction is that billing messages 18 are prepared and sent 

connection 30 between the billing party legacy computer 24 by the processor computer system 26 to the electronic post 

and the processor computer 20, The communication path 30 oflQce 16 with redacted content only. Similarly, payment 

may be a direct dial connection, a LANAVAN connection, or 30 instruction messages 19 are prepared by consumer computer 

another suitable telecommunications path. The communica- 12 and sent to the electronic post office 16 with redacted 

tion path 27 between the enrollment server 21 and the content only. That is, they are anonymous messages in which 

consumer computer 12 (and the processor computer 20) may the billed party's name, social security number, address, and 

be a direct dial connection, a LAN/WAN connection, or other identifying information is not present. Moreover, such 

another suitable telecommunications path. 35 identifying information would be impossible to obtain based 

FIG. 2 shows the elements of the consumer computer 12 solely on the information that the messages in the electronic 

in greater detail. The consumer computer 12 may be any post office 16 contain. 

conventional computer, preferably a personal computer. The The consumer software 14 may contain programs 52 

consumer computer 12 may comprise a processing unit or consisting of computer instructions (explained below) that 

CPU and main memory (not shown), keyboard or input 40 help to integrate information from different sources in the 

device 12a, output devices such as a display 12b and a electronic payment system 10. Additionally, the consumer 

printer 12c, and consumer software 14 stored on a storage software 14 may include an encryption program 56. This 

device (not shown) such as a disk drive, hard drive, or encryption program 56 can be any conventional encryption 

network server that communicates with the CPU and main program known to those skilled in the art. The consumer 

memory. The consumer computer 12 should be capable of 45 may load financial software 54 on the computer 12. Two 

commimicating with other computers over communication common home financial software packages include Quicken 

path 28 using conventional means, such as a modem con- from Intuit and Microsoft Money. The financial software 54 

nection to the Internet or a direct dial connection. could also be business accounting software, such as Great 

In one embodiment, the consumer software 14 on con- Plains Dynamics or QuickBooks firom Intuit. The consumer 

sumer computer 12 may contain two groups of databases: 50 software 14 may also include a graphical user interface 57 

unsecured billing information databases 37 and secured that allows the consumer to use the electronic payment 

billing information databases 38. The unsecured billing system 10. 

information databases 37 may contain one or more standard FIG. 3 shows the elements of the electronic post office 16 

bill components files 34 and a billing history database 36. in greater detail. The electronic post office 16 may consist of 

The standard bill components files 34 are graphical image 55 any computer or network of computers that may function as 

and text files that can be used to generate conventional bills a server on the Internet. This server functions primarily as a 

on the consumer computer display ^2b that replicate or dedicated e-mail server, handling all billing and payment 

resemble the paper bills to which the consumer is accus- instruction messages that pass between the bill processor 

tomed. A standard bill components file 34 may contain any and the billed parties. The use of a dedicated server for the 

graphic, layout, or text design that is used in or desirable for 60 electronic post ofiBce 16 helps reduce the problem of inac- 

use in conventional bills. The standard bill components files curate delivery of e-mail associated with standard SMTP 

34 may be contained within a single database or spread e-mail. In one embodiment, therefore, the electronic post 

throughout a number of databases on consumer computer office 16 does not use SMTP e-mail, but instead uses a 

12. Throughout this specification, the term "database" is dedicated e-mail system which provides greater integrity of 

broadly used to refer to any collection of files within a 65 data delivery than does standard SMTP e-mail. In this 

computer, whether the files exist in the same folder or not. embodiment, EPO-mail, which will be used to refer to 

The billing history database 36 may contain billing in for- electronic mail messages sent through the dedicated e-mail 
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server, will be sent only directly (i.e., over a verified path) 
to the dedicated e-mail server, and will not be stored in 
various intermediate servers on the Internet as in SMTP 
e-mail. In this embodiment the electronic post office 16, 
consumer computer 12, and processor computer 20 prefer- 
ably contain instructions in programs to allow the use of this 
dedicated e-mail system rather than standard SMTP e-mail. 
The electronic post office 16 may contain billing messages 
18 that contain non-sensitive billing information, payment 
instructions messages 19, and an authentication database 17. 
The electronic post office 16 should be capable of commu- 
nicating with other computers or computer networks over 
communication path 28. 

As will be explained more fully below, the electronic post 
office 16 is managed to provide both privacy and security. 
The billing messages 18 are redacted so that the billed party 
remains anonymous. The payment instruction messages 19 
are likewise anonymous; they do not identify the billed 
party. Moreover, neither the billing messages 18 nor the 
payment instruction messages 19 are stored on the electronic 
post office 16 on a long term basis. Both are deleted at or 
shortly after the time the messages are determined to have 
been communicated. 

FIG, 4 shows computer system 26 consisting of the 
processor computer 20 and the billing party legacy computer 
24. Billing parties, such as merchants, often use outside 
processing centers to process payments. Billing parties 
typically send electronic bill print files to the processing 
centers, A billing party, however, need not use a processing 
center. Instead, the bilhng party may operate the processing 
functions within its company on its own computer system. 
The computer system 26 of FIG. 4 depicts an outside 
processing center, represented by processor computer 20, 
connected to a billing party's computer system, billing party 
legacy computer 24, These two computer systems may be 
separate as in FIG, 4, but they may also be combined into 
one. Computer system 26, therefore, may collapse into one 
computer system. Throughout this specification, "billing 
party legacy computer" will be used to refer to the computer 
system of the billing party, such as billing party legacy 
computer 24, or to the combination of the billing party 
legacy computer 24 and the processor computer 20, which 
is depicted as computer system 26 in FIG. 4. 

Billing party legacy computer 24 may be any conven- 
tional computer, computer network, or computer system. 
The billing party legacy computer 24 contains bill print files 
70. These bill print files 70 are the standard electronic files 
containing biUing information commonly created by billing 
parties. These bill print files 70 may be complete with 
standard bill components or be in a format that allows them 
to be merged with standard bill format images or printed on 
bill forms to produce a paper bill having the billing party's 
particular "look" and characteristics. The billing party 
legacy computer 24 may also contain an accounts receivable 
database 89, which may contain a variety of information 
relating to consumer bills and accounts. 

Processor computer 20 may be any conventional 
computer, computer network, or computer system. The 
processor software 22 of processor computer 20 may include 
two databases; unsecured information 71 and secured infor- 
mation 79. Within unsecured information 71 may be a 
billing history database 73, a payment warehouse 75, and 
redacted bill files 77. The billing history database 73 may 
include an audit trail of the EPO-mail messages sent 
between the processor computer 20 and the consumer com- 
puter 12. The payment warehouse 75 may consist of pay- 
ment instructions received from consumers. The redacted 
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bill print files 77, which are explained below in more detail, 
may contain only non-sensitive billing information in one 
embodiment. 

The secured information 79 may include a merchant 
5 profile database 81, customer (billed party) profile database 
83, payment account database 85, and full bill print files 87. 
The merchant profile database 81 contains a variety of 
information relating to the various billing parties that use the 
electronic payment system 10. The customer, profile data- 

10 base 83 contain a variety of information about the 
customers, such as consumers or businesses who are billed 
using the electronic payment system 10. The payment 
account database 85 may contain information such as con- 
sumers* payment methods, bank account numbers, and 

15 credit or debit card numbers. Hie fiill bill print files 87 
correspond to the bill print files 70 in the biller computer 24, 
and contain the full billing information for consumers. 
Throughout this specification, "billing information" will be 
used to refer to any combination of billing information for 

20 a consumer, including secured billing information and/or 
non-sensitive billing information. The full bill print files 87, 
therefore, may contain both secured billing information and 
□on-sensitive billing information. 
The programs 80 within the processor computer 20 may 

25 include redacting instructions (explained below) to remove 
secured billing information from bill print files, as well as 
other conventional database and editing computer software 
packages. Processor computer 20 may also contain an 
encryption program 82. This encryption program 82 should 

30 be compatible with encryption program 56 on the consum- 
er's computer 12. Processor computer 20 should be capable 
of communicating with other computers or computer net- 
works over communication path 28. Processor computer 20 
and billing party legacy computer 24 should be able to 

35 communicate over connection 30. 

FIG. 5 is a flow chart showing the typical activities in the 
set-up and operation of the electronic payment system 10. 
The vertical columns identify the location where, or actor by 
which, various functions are performed. There is a column 

40 for the billed party which contains consumer computer 12, 
a column for the service provider which contains the elec- 
tronic post office server 16 and the enrollment server 21, a 
colimin for the billing party which contains the billing party 
legacy computer 24, and a column for the bill processor 

45 which contains processor computer 20, The dotted line 
around the billing party legacy computer 24 and the pro- 
cessor computer 20 reflects the possibility that these two 
systems may be combined into one computer system 26. The 
three broad horizontal sections of FIG. 5 represent the three 

50 primary phases in the set-up and operation of the electronic 
payment system 10: Registration and enrollment 90 of the 
consumer with the electronic payment system 10, present- 
ment 92 of bills to the consumer, and payment 94 of bills by 
the consumer, 

55 b. Registration and Enrollment 

Registration and enrollment 90 may be the first phase in 
initiating the electronic payment system 10, In registration 
and enrollment 90, the consumer registers as a user with the 
electronic post office 16 and enrolls with bilhng parties to 

60 use the electronic payment system 10. The consumer reg- 
isters and receives a randomly assigned EPO-mail address 
so that the billing party and the electronic post office 16 have 
a method of routing information to and from the consumer. 
FIG. 5 depicts one method in which registration and 

65 enrollment 90 may occiu*. During registration, the consumer 
may receive information about the electronic payment sys- 
tem 10 in a variety of ways. The consumer could read a 
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mailer, an insert in a bill, an advertise naent, or a web page 
on the WWW to learn about the electronic payment system 
10. At block 96, ihe consumer receives information to 
register in the electronic payment system 10. FIG. 5 shows 
one possible scenario of block 98, in which the consumer 
connects to a web page operated by the billing party or the 
processor to find a set-up program for the electronic pay- 
ment system 10. At block 100, the consumer downloads the 
set up program from the WWW. In another embodiment, a 
processor or billing party could send the consumer a set-up 
program via traditional mail service. 

At block 102 of FIG. 5, the consumer runs the set-up 
program. The set-up program may lead the consumer 
through the entry of registration information and then dial 
into the electronic post ofi&ce 16 to register the information. 
At block 104, the electronic post office 16 gathers informa- 
tion from the consumer and builds a file in authentication 
database 17 for the consumer (FIG. 3), The authentication 
database 17 contains information so that the billing party 
and the electronic post office 16 can communicate with the 
consumer's computer 12. This information may include a 
routing number or an EPO-mail address at the electronic 
post office 16 that allows the consumer to communicate with 
the electronic post office 16. To provide security for the 
consumer's EPO-mail address, the registration may occur 
over a secured communication path, such as a direct dial 
connection. During registration the consumer may also 
choose or be given a password that restricts communication 
with the electronic post office 16. Other methods of security, 
such as digital signature protection, could also protect access 
to consumer's information at the electronic post office 16. At 
block 106, the consumer receives consumer software 14 for 
his/her computer for operation of the electronic payment 
system 10 (FIG. 1). In FIG. 5, the electronic post office 16 
may send the software 14 over a direct dial connection to the 
consimier's computer 12. 

The consumer software 14 sent to the consiuner may 
contain a list of billing parties that allows the consumer to 
enroll with billing parties that use the electronic payment 
system 10. During enrolhnent at block 107, the consumer 
exchanges information with the enrollment server 21 so that 
billing parties have enrolhnent data firom the consumer. This 
enrollment data may include secured billing information that 
will allow a billing party to debit funds from a consumer's 
account or charge a consumer's credit account upon autho- 
rization from the consumer. At block 108 in FIG. 5, the 
processing center receives the enrollment of a consumer 
from the enrollment server 21. All secured billing informa- 
tion may be gathered at block 108 over a direct dial 
connection or secured communication path to provide secu- 
rity. This secured billing information may include the name 
and address of the consumer, account numbers, and the 
consumer's social security number. The secured biUing 
information may be stored in the customer profile database 
83 in the processor computer 20 (FIG. 4), and may also be 
stored locally in a storage device on the consumer's com- 
puter 12. 

The secured billing information in customer profile data- 
base 83 should be sufficient to allow the billing party or 
processor to charge a consimier's credit account or withdraw 
money from a consumer's bank account upon authorization 
from the consumer. As noted earlier, an authentication 
identifier, such as an EPO-mail address supplemented by a 
password, is set up to allow the processor or billing party to 
receive payment instructions from a consumer without the 
transfer of secured billing information. The consumer could 
also set up separate codes corresponding to different pay- 
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ment methods, such as withdrawal from the consumer's 
bank account or a credit charge to the consumer's credit 
account. These codes, also called fiinds source identifiers, 
would allow the processor to identify a funds source asso- 

5 ciated with a payment option. At block 110, the consumer 
receives payment information from the billing party. At 
block 112, the processor logs the enrollment of the consumer 
in the electronic payment system 10 for the billing party's 
records. The consumer must, in one embodiment, enroll 

10 separately or together with each bilHng party fi'om which the 
consiuner desires to obtain electronic bills, 
c. Presentment of a Bill 

Presentment 92 of the bill to the consumer may be the 
next element in the operation of the electronic payment 

15 system 10. In presentment 92, bills are presented to the 
consumer's computer 12 so the consumer may manipulate, 
view, and pay bills. 

The presentment 92 of the bill to the consumer in FIG. 5 
begins at block 114, in which the billing party prepares 

20 electronic bill print files. The billing party may prepare bill 
print files 70 (shown in FIG. 4) that contain full billing 
information 74 (shown in FIG. 6) in the ordinary fashion. 
The electronic payment system 10, therefore, may allow the 
billing party to use the same processing center as used for 

25 paper billing by sending the same bill print files 70 to the 
processing center. At block 116 of FIG. 5, the bill print files 
70 are received by the processor computer 20 from the 
billing party legacy computer 24 (FIG. 4). The bill print files 
70 may be sent over an existing LANAVAN connection, over 

30 a direct dial connection, or over another secured communi- 
cation path. The processor software 22 of the processor 
computer 20 may then prepare a redacted bill file (which 
may be an EPO-mail message) to send to the electronic post 
office 16 at block 116 of FIG. 5. The processor software 22 

35 on the processor computer system 24 should be capable of 
converting standard bill print files 70 from the billing party 
legacy computer 24 to redacted bill files 150 (shown in FIG. 
6) that may be stored as EPO-mail billing messages 18 in the 
electronic post office 16. 

40 At blodc 116 of FIG- 5, the redacting instmctions of the 
programs 80 (shown in FIG. 4) in processor software 22 on 
the processor computer 20 may redact all secured billing 
information 76 (shown in FIG. 6) from the fiill billing 
information 74 sent electronically from the billing party as 

45 a bill print file. FIG, 4 shows the programs 80 containing 
redacting instructions on the processor computer 20 and full 
bill print files 87 stored within the secured infonmation 79. 
The programs 80 containing redacting instructions create the 
non-sensitive bilhng information in the redacted print files 

50 77 by redacting the secured billing information 76 from the 
fiill billing information 74 (shown in FIG, 6) of the full bill 
print files 87. The non-sensitive billing information is incor- 
porated into a redacted bill file 150 (as shown in FIG. 6), 
which may be sent to the electronic post office 16. In one 

55 embodiment, each bill is randomly assigned a bill identifi- 
cation number so that the processor and electronic post office 
16 can identify the bill. fThroughout this specification, 
"redacting" will be used to refer to any method of removing, 
deleting, or editing the secured billing information 76 from 

60 the full billing information 74 of the bill print files.) The act 
of redacting to create the non-sensitive billing information 
(and the redacted bill file 150) can be accomphshed by any 
conventional means. 

One method of redacting information is searching for a 

65 particular known field, such as that for a name or address, 
within the full billing information 74, and removing any 
further instances of that same information anywhere it 
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appears in the remainder of the full billing information 74. 12 and stored in a storage device of the consumer's com- 

This helps ensure that all instances of the information are puter 12 (FIG. 2). In this embodiment, the consumer does 

redacted, even if it appears in unexpected fields. An encryp- not wait to receive EPO-mail on-line, but rather receives it 

tion program 82 on the processor computer 20 may also be by pre-arrange ment. Here, the non -sensitive billing infor- 

used to encrypt the redacted bill file 150 of non-sensitive 5 mation is downloaded to a storage device on the consumer's 

billing information prior to sending it to the electronic post computer 12 for off-line review. Referring to FIG. 2, with 

office 16. either mode of access, the non-sensitive billing information 

If the full billing information 74 (shown in FIG. 6) (depicted as a redacted bill file 150 in FIG. 6) is stored in the 

includes graphic elements or standard text for terms of credit billing history database 36 on the consumer computer 12. 

or other legal disclosures that are part of the bill, the size of lo The consumer may then view reconstructed bills quickly, 

the redacted bill file 150 can be further reduced by redacting without being connected to the Internet, by loading data that 

this information as well. Such information, which may be is stored locally on the consumer's computer 12. If a 

contained within standard bill components files 34, must consumer does not request a bill, the electronic post office 16 

then be stored at the consumer computer 12 for use in may send an EPO-mail message to the consumer as a 

reconstructing the bill to be viewed at the consumer com- 15 reminder. 

puter 12. When the consumer wishes to view a bill, the consumer 
The redacted bill file 150 is sent from the processor may use the consumer software 14 to select a bill to be 
computer 20 to the electronic post office 16 and is stored as viewed. In order to present the bill to the consumer, the 
an EPO-mail message for a particular billed party in the non-sensitive billing information in the billing history data- 
electronic post office 16 at block 118 of FIG. 5. Gathering 20 base 36 is integrated with the standard bill components files 
billing information (as redacted bill files 150) in the elec- 34 and information from the databases in the secured billing 
tronic post office 16 can be accomplished by a variety of information databases 38 stored in the storage device on the 
conventional means suitable for sending messages in EPO- consumer's computer 12. The instructions of the programs 
mail format. Because secured billing information 76 is 52 on the consumer's computer 12 combine the information 
stripped from full billing information 74 at block 116, in one 25 from the secured billing information databases 38 with the 
embodiment only non-sensitive billing information exists in non-sensilive billing information to create a reconstructed 
the billing messages 18 of the electronic post office 16 (FIG. bill 154 (shown in FIGS. 6 and 7). This reconstructed bill 
3). This non-sensitive billing information may be stored in 154 may contain all of the information and graphic or 
the electronic post office 16 until the consumer requests standard text elements that a customary paper bill contains, 
bills. 30 For instance, secured information from the user profile 
The bill print files 70 received firom the billing parties database 40, such as the consumer's social security number, 
contain positional directions that show where text fits into name, and address, may appear on the reconstructed bill 154. 
graphics overlays. In one embodiment, the positional rela- Similarly, secured information from the biller profile data- 
tionships (i.e., x-y positions) of the secured billing infonna- base 42 and payment account database 44, such as billing 
tion 76 in the electronic bill print files 70 are used to 35 account numbers, could appear on the reconstructed bill 154. 
determine where to insert the secured billing information 76 This information from the secured billing information data- 
into the standard bill components files 34 on consumer bases 38 can appear on the reconstructed bill 154 even 
computer 12. When the secured billing information 76 is though it was not sent with the non-sensitive billing infor- 
stripped from full billing information 74 at block 116, mation to the consumer's computer 12, because it is stored 
therefore, a record of the positional directions of the bill 40 locally on the consumer's computer 12. An encryption 
print files 70 may be kept. These positional directions may program 56 may be used on the consumer's computer 12 if 
then be sent with the redacted bill print files 70 to consumer data sent from the processing computer system 20 is 
computer 12. The positional directions may then be used to encrypted. 

determine where to insert the information from the secured The instructions in the programs 52 may also integrate 
billing information databases 36 into the standard bill com- 45 one or more of the standard bill components files 36 stored 
ponents files 34 on consumer computer 12 to reconstruct the on the consumer's computer 12 with the non-sensitive 
bill. In this embodiment, therefore, the electronic payment billing information. The resulting reconstructed bill 154 can 
system 10 does not depend on dissecting all elements of the appear on the consumer's computer display 12b to replicate 
bill print file 70 to create a new relational database to be used or resemble a customary paper bill and/or be printed on 
to generate an HTML file that will drive the consumer's 50 printer 12c to provide a hard copy. In one embodiment, this 
display. The advantage of this embodiment is that only the reconstructed bill 154 is essentially a replica of a printed 
positional relationship of the elements must be understood. paper bill. This gives the consumer a comfortable familiarity 
If a relational database were to be constructed, on the other with the electronic payment system 10 and increases con- 
hand, an understanding of the redacted information for every sumer acceptance of the system. Because the secured billing 
element in a page would be necessary in order for an HTML 55 information and standard bill components files 36 are stored 
representation of a bill to be presented on consumer com- locally on the consumer's computer 12, the data downloaded 
puter 12. are limited and the consumer can nonnally obtain and view 
Referring again to FIG. 5, the bills stored in the electronic a bill v/ithin a matter of seconds. This allows elaborate 
post office 16 are presented to the consumer when the billing party logos, rich graphics, shading, or other graphics 
consumer requests the bills at block 120. At block 120, the 60 and images and/or standard text to appear on biUs without 
consumer may connect to the electronic post office 16 over creating a long delay lo the consumer in displaying a bill. By 
the Internet or over a direct dial connection. The consumer contrast, a conventional on-line billing system may require 
may then request and receive information about bilk. The minutes to load graphics and data as part of a web page, 
consumer may then disconnect from the Internet or direct FIG. 6 further illustrates the presentment 92 of a bill. FIG. 
dial connection to view the bills. In one embodiment, the 65 6 contains sections detailing the activities within the billing 
non-sensilive billing information in the electronic post office party legacy computer 24, processor computer 20, electronic 
16 is automatically transmitted to the consumer's computer post office 16, and consumer computer 12 during present- 
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ment 92 of a bill. HG. 6 also illustrates the transfer of as standard bill components files 34 and integrated into the 

information between the systems of the electronic payment reconstructed bill 154. 

system 10. Block 120 of FIG. 5 may also involve the transmission of 

The billing party legacy computer 24, as shown in FIG. 6, new standard bill components files 34. The standard bill 

contains the full billing information 74 (contained in the bill 5 components files 34 may be transmitted with the full billing 

print files 70 of FIG. 4) for a consumer. The full billing information 74 (as seen in FIG. 6) from the billing party 

information 74 contains, for example, the consumer's name, legacy computer 24 to the processor computer 20. The 

address, account number, amount due, due date, and the standard bill components files 34 may then be sent firom the 

billing coverage period for the billing cycle. An electronic processor computer 20 to the electronic post office 16 at 

bill file containing the full billing information 74 is trans- lo block 118 of FIG. 5 (and with the transmission of the 

mitted from the billing party legacy computer 24 to the redacted bill file 150 in FIG. 6), and then to the consumer 

processor computer 20 via a LANAVAN connection or other computer 12. Once the standard bill components files 34 for 

similar secured communication path. In one embodiment, a given bill format are sent lo the consumer computer 12, 

this fill! billing information 74 is stored as the full bill print these same standard bill components files 34 will not need 

files 87 of FIG. 4. The full bill print files 87 are redacted in 15 to be sent to the consumer computer 12 again; only standard 

the processor computer 20 (at block 116 of FIG. 5) by bill components files 34 for new bill formats need to be sent 

redacting the secured billing information 76 from the full to the consumer computer 12. 

bill print files 87 to create a redacted bill file 150. This In one embodiment, the standard bill components files 34 

redacted bill file 150 (shown as redacted bill print files 77 in are only transmitted from the processor computer 20 to the 

FIG. 4) may contain only non-sensitive billing information, 20 electronic post ofiBce 16 the first time a new billing format 

which the consumer and/or billing party consider acceptable is to be delivered to a consumer. The processor computer 20, 

to pass over the Internet. In one embodiment, the non- therefore, will not send standard bill components files 34 

sensitive billing information in the redacted bill file 150 may along with redacted bill files 150 to the electronic post office 

consist of an amount due, dates of the billing period, due 16 if those same standard bill components files 34 have 

date for the bill, other bill details, and a randomly assigned 25 already been sent to any consumer computer 12. Once the 

bill identification number to identify the bill. standard bill components files 34 exist in the electronic post 

FIG. 6 illustrates the transmission of the redacted bill file office 16, these standard bill components files 34 may be 

150 from the processor computer 20 to the electronic post sent to any number of consumers using the same billing 

office 16. The dedicated electronic post office 16 of FIG. 6 format. Refraining firom sending the standard bill compo- 

does not contain secured billing information 76 in this 30 nents files 34 from the processor computer 20 to the elec- 

embodiment. Rather, it contains only billing information tronic post office 16 with each billing message saves storage 

that the consumer and/or billing party consider acceptable to space in the electronic post office 16. Refiraining from 

pass over the Interact. As shown in FIG. 3, this billing transmitting standard bill components files 34 from the 

information is stored as billing messages 18 in the electronic electronic post office 16 to the consumer computer 12 saves 

post office 16. 35 both the electronic post office 16 and consumer time that 

When the consumer wishes to download a bill from the would unnecessarily be spent if the standard bill components 

electronic post office 16 to the consumer computer 12, the files 34 were transmitted to the consumer computer 12 

redacted bill file 150 (stored as billing messages 18 in the multiple limes. 

electronic post office 16) is transmitted from the electronic In an alternative embodiment, the instructions of the 
post office 16 to the consumer computer 12 (as seen in FIG. 40 programs 52 on the consumer's computer 12 may be capable 
6). Once again, only non-sensitive billing information is of determining whether a standard bill components file 34 
transmitted over the Internet. In one embodiment, the corresponding to a redacted bill file 150 being sent from the 
redacted bill file 150 is stored locally on the consumer's electronic post office 16 to the consumer's computer 12 
computer 12 in the billing history database 36. The redacted exists on the consumer's computer 12 as standard bill 
bill file 150 is then integrated with information firom the 45 components files 34 (FIG. 2). If the specific standard bill 
secured billing information databases 38 and the standard components files 34 are not present on the consumer's 
bill components files 34 stored on the consumer's computer computer 12, the instructions of the programs 52 may 
12 to form a reconstructed bill 154 on the consumer's request the delivery of these files from the electronic post 
computer 12. Throughout the entirety of this process, only office 16 so that the electronic post office 16 can send the 
non-sensitive billing information is present on the Internet, 50 standard bill components files 34 to the consumer's corn- 
In one embodiment of the electronic payment system 10, the puter 12. If the electronic post office 16 contains the standard 
redacted bill files 150 (shown as billing messages 18 in FIG. bill components files 34, it could forward a copy to the 
3) are only temporarily stored in the electronic post office 16. consumer computer 12. If the electronic post office 16 does 
Even this non-sensitive billing infomnation, therefore, is not not contain the standard bill components files 34, it could 
warehoused in the electronic post office 16. Although an 55 request the processor computer 20 to send the standard bill 
abbreviated audit trail of messages may exist, the informa- components files 34 to the electronic post office 16. Once a 
tion itself is not permanently present in the electronic post specific standard bill components file 34 is stored on the 
office 16. consumer's computer 12, that standard bill components file 
FIG. 7 illustrates a sample reconstructed bill 154 on the 34 does not need to be sent to the consumer's computer 12 
consumer's computer 12. The reconstructed bill 154 con- 60 again. 

tains information from the secured billing information data- In another embodiment of blocks 118 and 120 in FIG. 5, 

bases 38, such as the consiimer's name, address, and account advertising information could be sent firom the processor 

number. The reconstructed bill 154 also contaiits non- computer 20 to the electronic post office 16 along with the 

sensitive billing informnation, such as the amount due on the nonsensitive billing information. In one embodiment, the 

current bill, due date of the bill, and coverage period of the 65 advertising information could be sent down as standard bill 

bill. FIG. 7 also illustrates sample graphics 160 and standard components files 34. This advertising information could 

text 162 that may be stored on the consumer's computer 12 then be sent with non -sensitive billing information to the 
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consumer's computer 12 at block 120. The consumer may ments or complaints. Name and address changes and orders 

view the advertising information when viewing bills. This for service are other examples of information the consumer 

feature allows billing parties to enclose advertising material may wish to attach to the payment instructions 152 at block 

in electronic bills that is similar to the advertising in forma- 122 of FIG. 5, 

tion that billing parties enclose in customary paper bills. In 5 At block 128 of FIG. 5, a record of the payment infor- 

another embodiment, the system could allow the advertising mation is recorded on the consumer's computer 12. The 

information to be interactive with the consumer, so that the consumer software 14 on the consumer's computer 12 may 

consumer can request information on various products or allow the consumer to save billing information and payment 

services. information to the storage device of the consumer's com- 

d. Payment of a Bill lO puter 12. In one embodiment the consumer software 14 may 

Payment 94 of the bill may be the next component in the save the billing and payment information to a commercial 

operation of the electronic payment system 10. After the financial software package 54 that allows the consumer to 

consumer views the bill, the consumer can pay the bill or manipulate the information. In another embodiment, the 

schedule for payment of the bill to occur at some time in the payment information may be saved to the payment account 

future. At block 122 of FIG. 5, the consumer electronically 15 database 44 shown in FIG. 2. The billing and payment 

pays the bill by preparing an EPO-mail payment instruction information, therefore, could be saved at block 128 in a 

message. The consumer software 14 on the consumer's variety of formats that allows home financial software 

computer 12 may contain a graphical user interface 57 of packages 54 to read the information, 

buttons, bars, and graphics that makes paying bills as simple The payment instructions 152 sent by the consumer to the 

as clicking on one button (FIG. 2). The graphical user 20 electronic post oflBce 16 may be stored as payment instruc- 

interface 57 of the consumer software 14 may be any tion messages 19 (shown in FIG. 3). The billing party or 

conventional style known by those skilled in the art. The processor may regularly request payment information from 

graphical user interface 57 may contain checkboxes, text- the electronic post office 16. At block 126 of FIG. 5, a billing 

input boxes, or clickable icons (and other conventional party or processor requests payment information. FIG. 6 

software user interfaces) for sending, paying, and displaying 25 shows the transmission of payment instructions 152 from the 

bills, atid it may also have user interfaces for temporarily electronic post office 16 to the processor computer 20. In the 

holding a bill or for creating a memorandum to send to the embodiment of FIG. 6, the payment instructions 152 do not 

billing party. The consumer software 14 may also be capable contain secured billing information 76. In one embodiment, 

of generating reports and summaries for paid and unpaid the payment instruction messages 19 are not warehoused on 

bills. 30 the electronic post office 16. Instead, the payment instruction 

The consumer may pay a bill by sending payment autho- messages 19 exist on the electronic post office 16 only until 
rization to the electronic post office 16. When the consumer they are transmitted to the processor computer 20. 
authorizes payment of a bill, electronic payment instructions One prefeaed method of payment for processing centers 
152 are sent using the Internet or direct dial connection to is electronic funds transfer through the Federal Reserve 
the electronic post office 16, as shown in FIG. 6. As 35 Automated Clearing House Network (ACH). After the pro- 
described in connection with block 104 of FIG. 5, the cesser receives payment authorization from the consumer 
consumer may have a randomly assigned EPO-mail address via the electronic post office 16, the processor may prepare 
at the electronic post office 16 that allows the consumer to and electronically send ACH payments at block 130. In one 
communicate with the electronic post office 16. The elec- embodiment of the invention, the processor software 22 on 
Ironic post office 16 should be capable of accepting payment 40 the processor computer 20 is capable of processing reports 
instructions 152 from the consumer. FIG. 3 shows payment from billing information and payment instructions 152, 
instruction messages 19 in the electronic post office 16 for preparing files for the billing parties regarding bill status and 
storage of the payment instructions 152. Block 124 of FIG. payment, and preparing and sending ACH payments (FIG. 
5 depicts the receipt of payment instructions 152 by the 4). The electronic payment system 10 may also be capable 
electronic post office 16. 45 of using the ATM (automatic teller machine) Network, credit 

The payment instructions 152 may include information card network, or other private payment network to cause 

sufficient to allow identification of the bill, such as the payments to be made. 

randomly assigned bill identification number discussed pre- At block 134, a posting file is sent to the billing party by 

viously. In one embodiment of the present invention, the the processor to notify the billing party that a payment has 

payment instructions 152 from the consumer at block 122 50 been made. The billing party can then update its records to 

contain only non-sensitive information, such as the date to reflect the status of a bill as paid. 

pay the bill, the amount to pay, and a funds source identifier e. Summary The present invention provides a method and 
corresponding to the payment method the consumer wishes system for electronically paying bills. The method and 
to use. In this embodiment, which is shown in FIG. 6, the system eliminates the need for paper bills and reduces the 
payment instructions 152 do not contain secured billing 55 costs associated with paper billing, often by over 50%. It is 
information 76 such as a bank account number, the consum- capable of using existing processing centers, current bank- 
er's name, or the consumer's credit card number. Thus, the ing systems, and bill print files created by billing parties. It 
payment instruction messages do not add any secured infor- also may allow a billing party to have availability of funds 
mation to the electronic post office 16. However, for further more quickly than in a paper billing system. The invention 
security, the payment instructions 152 from the consumer 60 provides a system and method for electronically paying bills 
may also be encrypted using the encryption program 56 on with improved security and privacy, and does not warehouse 
the consumer's computer 12. secured billing information on the WWW. Because private 
The consumer software 14 of the consumer's computer 12 information, such as a user's name and address or account 
may also allow the consumer to send other information to numbers, is not transmitted on the Internet, the invention 
the billing party or processor with the payment instructions 65 provides anonymous bill delivery. The invention allows a 
152. The consumer software 14 could allow the consumer to , consumer to quickly view bills from information that is 
send a memorandum to the biUing party containing com- downloaded to a local storage device on the consumer's 
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computer 12. The bills appear on the consumer's computer 
screen in a form resembling the paper bills that the consumer 
customarily receives. Finally, the electronic payment system 
10 reduces processing errors through computerization and 
reduces the amount of time required to process payments. 5 

While the present invention has been described with 
reference to several embodiments thereof, those skilled in 
the art will recognize various changes that may be made 
without departing from the spirit and scope of the claimed 
invention. Accordingly, this invention is not limited to what 
is shown in the drawings and described in the specification 
but only as indicated in the appended claims. 

I claim: 

1. A method for preparing and electronically delivering a 
bill to a billed party, wherein selected secured billing infor- 
mation is stored on the billed party's computer, the method 
comprising: 

(a) receiving from a billing party an electronic bill file 
including the selected secured billing information; 

(b) preparing a redacted bill file from the electronic bill 
file by redacting the selected secured billing informa- 
tion; 

(c) sending the redacted bill file electronically to the billed 
party; and 

(d) preparing and outputting a reconstructed bill at the 25 
billed party's computer by inserting the selected 
secured billing information into the redacted bill file. 

2. The method for preparing and electronically delivering 
a bill of claim 1, wherein the act of sending the redacted bill 
file is accomplished by sending the redacted bill file via a 30 
dedicated e-mail server. 

3. The method for preparing and electronically delivering 
a bill of claim 1 further including the act of storing on the 
billed party's computer selected secured billing information. 

4. The method for preparing and electronically delivering 35 
a bill of claim 1, wherein at least one standard bill compo- 
nent is stored on the billed party's computer and the elec- 
tronic bill file further includes at least one standard bill 
component removed in preparing the redacted bill file, 
wherein the act of preparing and outputting a reconstmcted 40 
bill further comprises the act of inserting the at least one 
standard bill component into the redacted bill file. 

5. The method for preparing and electronically delivering 
a bill of claim 4 further including the act of storing on the 
billed party's computer at least one standard bill component, 45 

6. The method for preparing and electronically delivering 
a bill of claim 1, further comprising: 

(a) receiving a payment instruction from a billed party 
that supplies a funds source identifier with the payment 
instruction; and 50 

(b) in response to the payment instruction, effecting 
electronic payment to the billing party from a funds 
source indicated by the fiinds source identifier. 

7. The method for preparing and electronically delivering 

a bill of claim 1 further including the act of enrolling the 55 
billed party with the billing party, the act of enrolling 
including the act of delivering selected secured billing 
information from the billed party to the billing party. 

8. The method for preparing and electronically delivering 

a bill of claim 1 further including the act of encrypting the 60 
redacted bill file prior to sending the redacted bill file to the 
billed party. 

9. The method for preparing and electronically delivering 
a bill of claim 1 further including the act of posting payment 
information to the billed party's computer. 65 

10. The method for preparing and electronically deliver- 
ing a bill of claim 1 further comprising: 
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(a) receiving a payment instniction from a billed party 
that identifies the redacted bill file but not the billed 
party; and 

(b) in response to the payment instruction, effecting 
electronic payment from a funds source previously 
identified by the billed party. 

H. The method for preparing and electronically deliver- 
ing a bill of claim 1, wherein the act of receiving includes 
receiving an electronic bill file that is a legacy bill print file, 
wherein the act of preparing a redacted bill file further 
includes deleting selected secured billing information based 
on positional relationships of selected secured billing infor- 
mation in the legacy bill print file, and wherein the act of 
preparing and outputting a reconstructed bill includes insert- 
ing the selected secured billing information by using the 
same positional relationships from the legacy bill print file. 

12. A method for preparing and electronically delivering 
a bill to a billed party, wherein at least one standard bill 
component is stored on the billed party's computer, the 
method comprising: 

(a) receiving from a billing party an electronic bill file; 

(b) preparing a redacted bill file from the electronic bill 
file; 

(c) sending the redacted bill file electronically to the billed 
party; and 

(d) preparing and outputting a reconstructed bill at the 
billed party's computer by inserting the at least one 
standard bill component into the redacted bill file. 

13. The method for preparing and electronically deliver- 
ing a bill of claim 12, wherein the act of receiving includes 
receiving an electronic bill file that is a legacy bill print file, 
wherein the act of preparing a redacted bill file further 
includes deleting information based on positional relation- 
ships of information in the legacy bill print file, and wherein 
the act of preparing and outputting a reconstructed bill 
includes inserting the information by using the same posi- 
tional relationships from the legacy bill print file. 

14. The method for preparing and electronically deliver- 
ing a bill of claim 12 further including the act of sending at 
least one standard bill component from the billing party to 
the billed party's computer before the billed party receives 
any redacted bill file. 

15. The method for preparing and electronically deliver- 
ing a bill of claim 12, further comprising selectively sending 
at least one standard bill component at the time a redacted 
bill file is sent by sending only standard bUl components that 
are not already stored on the billed party's computer. 

16. The method for preparing and electronically deliver- 
ing a bill of claim 12 further including the act of storing on 
the billed party's computer at least one standard bill com- 
ponent sent by the billing party. 

17. The method for preparing and electronically deliver- 
ing a bill of claim 12, further comprising: 

(a) receiving a payment instruction from a billed party 
that supplies a funds source identifier with the payment 
instruction; and 

(b) in response to the payment instruction, effecting 
electronic payment to the billing party from a fiinds 
source indicated by the fiinds source identifier. 

18. The method for preparing and electronically deliver- 
ing a bill of claim 12 further including the act of eruolling 
the billed party with the billing party, the act of enrolling 
including the act of delivering selected secured billing 
information from the billed parly to the billing party. 

19. The method for preparing and electronically deliver- 
ing a bill of claim 12 further including the act of encrypting 
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the redacted bill file prior to sending the redacted bill file to 
the billed party. 

20. The method for preparing and electronically deliver- 
ing a bill of claim 12 further including the act of posting 
payment information to the billing party's computer. 5 

21. The method for preparing and electronically deliver- 
ing a bill of claim 12 further comprising: 

(a) receiving a payment instruction from a billed party 
that identifies the redacted bill file but not the billed 
party; and 

(b) in response to the payment instruction, effecting 
electronic payment from a funds source previously 
identified by the billed party. 

22. A method for preparing and electronically delivering 
a bill to a billed party with a computer, the method com- 
prising: 

(a) storing a redacted bill file that has been prepared from 
an electronic bill file by redacting selected secured 
billing information from electronic bill file billing 
information; and 

(b) sending the redacted bill file electronically via a 
dedicated e-mail server to the bill party, the redacted 
bill file having sufficient billing information to prepare 
and output a reconstructed bill at the billed party's 25 
computer by merging selected secured billing informa- 
tion stored on the billed party's computer with the 
redacted bill file. 

23. A system for preparing and electronically delivering a 
bill from a billing party with a computer system to a billed 30 
party, wherein selected secured billing information is stored 
on the billed party's computer, the system comprising: 

(a) a database on the billing party's computer system 
containing one or more electronic bill files, the elec- 
tronic bill files including the selected secured billing 35 
information; 

(b) an electronic post ofiBce; 

(c) a first software program existing on the computer 
system of the billing party, the first software program 
including instructions for redacting the selected ^ 
secured billing information firom the electronic bill files 

to create a redacted bill file that is communicated to the 
electronic post office; and 

(d) a second software program stored on the billed party's 
computer, the second software program including 
instmctions for integrating the stored selected secured 
billing information with the redacted bill file transmit- 
ted from the electronic post office to create a recon- 
structed bill on the billed party's computer. 

24. The system for preparing and electronically delivering 
a bill of claim 23 wherein the electronic post office is a 
dedicated e-mail server, and wherein the first software 
program and second software program each include instruc- 
tions for communicating with the electronic post office. 
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25- The system for preparing and electronically delivering 
a bill of claim 23 wherein the first software program further 
includes an encryption program. 

26, The system for preparing and electronically delivering 
a bill of claim 23 wherein the second software program 
further includes an encryption program. 

27- The system for preparing and electronically delivering 
a bill of claim 23 wherein the second software program has 
local access to at least one standard bill component and 
second instructions for integrating the at least one standard 
bill component with the redacted bill file to create a recon- 
stmcted bill on the billed party's computer. 

28. The system for preparing and electronically delivering 
a bill of claim 23 further including a graphical user interface 
on the billed party's computer to allow the billed party to 
manipulate and view the reconstructed bill. 

29. A system for preparing and electronically delivering a 
bill from a billing party to a billed party with a computer, the 
system comprising: 

(a) an electronic post office containing billing informa- 
tion; 

(b) a software program stored on the billed party's com- 
puter; and 

(c) the software program having local access to at least 
one standard bill component and including instructions 
for integrating the at least one standard bill component 
with billing information transmitted over a communi- 
cation path from the electronic post office to create an 
image resembling a paper bill on the billed party's 
computer. 

30. The system for preparing and electronically delivering 
a bill of claim 29 further including a graphical user interface 
on the billed party's computer to allow the billed party to 
manipulate and view the reconstructed bill. 

31. The system for preparing and electronically delivering 
a bill of claim 29 wherein the software program further 
includes an encryption program. 

32. A system for preparing and electronically delivering a 
bill from a billing party with a computer system to a billed 
party, wherein selected secured billing information is stored 
on the billed party's computer, the system comprising: 

(a) means for receiving from a billing party an electronic 
bill file including the selected secured billing informa- 
tion; 

(b) means for preparing a redacted bill file from the 
electronic bill file by redacting the selected seciired 
billing information; 

(c) means for sending the redacted bill file electronically 
to the billed party; and 

(d) means for preparing and outputting a reconstmcted 
bill at the billed party's computer by inserting the 
selected secured billing information into the redacted 
bill file. 

* * * * * 



